DATA PROCESSING AGREEMENT
An Agreement between Ministry of Defence Police and
ACRO Criminal Records Office for the processing of
personal data as part of the Designation under the Health
Protection (Coronavirus Restrictions) (England)
Regulations 2020 in compliance with the General Data
Protection Regulations and the Data Protection Act 2018

PURPOSE
The purpose of this Agreement is to support and enable the processing of Fixed Penalty Notices
containing personal data by the data processor on behalf of the data controller as part of the
Designation under the Health Protection (Coronavirus Restrictions) (England) Regulations 2020
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1. Nature of this Agreement
1.1. This Data Processing Agreement (The Agreement) is between;

The Ministry of Defence Police (MDP)
MDP Wethersfield, Braintree, Essex, CM7 4AZ
(The Data Controller)
and

The ACPO Criminal Records Office (ACRO)
PO BOX 481, Fareham, Hampshire, PO14 9FS
(The Data Processor)
1.2. The data controller and the data processor, each a ‘party’, and together ‘the parties’,
have produced the following Agreement in order to meet the requirements of the General
Data Protection Regulations (GDPR) and the Data Protection Act 2018 (DPA18).
1.3. The clauses in this Agreement set out the rights and obligations of the data controller
and the data processor, when processing personal data on behalf of the data controller.
1.4. The clauses have been designed to ensure the parties’ compliance with the
requirements of the GDPR and DPA18 on the protection of data subject rights with regard to
the processing of personal data.
1.5. The purpose of this Agreement is to support and enable the processing of Fixed Penalty
Notices containing personal data by the data processor on behalf of the data controller as
part of the Designation under the Health Protection (Coronavirus Restrictions) (England)
Regulations 2020.
1.6. This Agreement shall take priority over any similar provisions contained in other
agreements between the parties.
1.7. The Agreement shall be retained in writing, including electronically, by both parties.
1.8. The Agreement shall not exempt the data processor from obligations to which the data
processor is subject pursuant to the GDPR or DPA18, or other legislation.
1.9. The following definitions and rules of interpretation apply in this Agreement.
ACRO: ACRO Criminal Records Office
Agreed Purpose: has the meaning given to it in clause 4 of this Agreement.
Business Day: a day other than a Saturday, Sunday or public holiday in England when
banks in London are open for business.
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Business Hours: 9:00 am to 5:00 pm Monday to Friday on a day that is not a public
holiday.
CEO: Chief Executive Officer
Coronavirus: means severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2);
“coronavirus disease” means COVID-19 (the official designation of the disease which
can be caused by coronavirus)
Criminal Offence Data is personal data relating to criminal convictions and offences
or related security measures and includes personal data relating to the alleged
commission of offences by the data subject, or proceedings for an offence committed
or alleged to have been committed by the data subject or the disposal of such
proceedings, including sentencing. (DPA 2018 S11 (2)).
Data Protection Legislation: the General Data Protection Regulation as enacted into
English law (GDPR) as revised and superseded from time to time; the Data Protection
Act 2018 (DPA); and any other laws and regulations relating to the processing of
personal data and privacy which apply to a party and, if applicable, the guidance and
codes of practice issued by the relevant data protection or supervisory authority.
Designated Officer: An Officer designated by the Secretary of State to carry out a
specific function
Designation Letter: Written notice from a body or organisation to change an
agreement
Designation Order: A designation made by a Secretary of State who has the power
under the Regulations to designate an individual to be a relevant person for the
purposes of enforcement, offences, penalties and prosecution under the regulations.
EIR: Environmental Information Regulations 2004
FOIA: Freedom of Information Act 2000. Freedom of Information (FOI).
FPN Fixed Penalty Notice - is a notice offering the person to whom it is issued the
opportunity of discharging any liability to conviction for the offence by payment of a
fixed penalty to a Local Authority specified in the notice.
GSCP: Government Security Classification Policy
HMG: Her Majesty’s Government
HMICFRS: Her Majesty’s Inspectorate of Constabularies, Fire and Rescue Services
Local Authority: an administrative body in local government.
MDP: Ministry of Defence Police
MOU: Memorandum of Understanding
NPCC: National Police Chiefs’ Council
Offences: a breach of a law or rule; an illegal act.
Penalty: a punishment imposed for breaking a law, rule, or contract.
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Personal Data: means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person (GDPR 2018 Article 4).
Personal Data Breach: a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to the Shared
Personal Data.
s22a Agreement: An agreement is made pursuant to Section 22A Police Act 1996 (as
amended) which enables police forces, local policing bodies as defined in that Act and
other parties as defined in that Act to make an agreement about the discharge of
functions by officers and staff, where it is in the interests of the efficiency or
effectiveness of their own and other police force areas. By entering into this
Agreement, the Parties have taken account of the statutory guidance for police
collaboration published by the Home Office in October 2012 in exercise of the Home
Secretary’s power under s23F Police Act 1996, to provide guidance about
collaboration agreements and related matters.
Shared Personal Data: the personal data to be shared between the parties under
clause 5.1.2 and 5.2.2 of this Agreement.
SIRO: Senior Information Risk Owner
Special categories of personal data is data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the purpose of uniquely identifying a
natural person, data concerning health or data concerning a natural person's sex life
or sexual orientation shall be prohibited (GDPR 2018 Article 9)
SPOC: Single Point of Contact
Subject Information Rights: means the exercise by a data subject of his or her rights
under Articles 13-22 of the GDPR.
Supervisory Authority: the Information Commissioner or country equivalent.
1.9.1 Controller, Processor, Data Subject and Personal Data, Special Categories of Personal
Data, Processing and "appropriate technical and organisational measures" shall have
the meanings given to them in the Data Protection Legislation.
Clause and paragraph headings shall not affect the interpretation of this Agreement.
Unless the context otherwise requires, words in the singular shall include the plural
and in the plural shall include the singular.
A reference to a statue or statutory provision shall include all subordinate legislation
made from time to time under that statute or statutory provision.
Any words following the terms including, include, in particular or for example or any
similar phrase shall be construed as illustrative and shall not limit the generality of the
related general words.
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A reference to writing or written includes email.
Unless the context otherwise requires the reference to one gender shall include a
reference to the other genders

2. Lawful basis and purpose of the processing
2.1 Lawful basis of data controller and local authorities
2.1.1. The data controller is listed as a Competent Authority (number 12) under Schedule 7
of the DPA18.
2.1.2. The lawful basis for processing personal data, which includes criminal offence data,
comes from Part 3 of the DPA18 as processing for Law Enforcement purposes. These are
defined under section 31 as the ‘prevention, investigation, detection or prosecution of
criminal offences’ or the execution of criminal penalties, including the safeguarding against
and the prevention of threats to public security
2.1.3. FPNs are issued to those who contravene the Coronavirus Regulations, which are
updated on a regular basis to ensure that all legislation is captured.
2.1.4. Penalties collected to discharge FPNs are payable to the Local Authority for the area
in which the FPN was issued under the Coronavirus Legislation and Regulations. Local
Authorities are Competent Authorities under s30 (1) (b) of the DPA18 as they have a
statutory function for any law enforcement purpose by virtue of the Local Government Act
1972, s222 and s223.
2.1.5. Processing of personal data for any of the law enforcement purposes is lawful in
that the processing is necessary for the performance of a task.
2.1.6. Processing is necessary for a law enforcement purpose and the following conditions
apply (Section 35(3-5) and Schedule 8 (conditions for sensitive processing) of the DPA18);
a)
Statutory etc. purposes necessary for reasons of substantial public interest
b)
Administration of Justice
c)
Protecting individual’s vital interests
d)
Safeguarding of children and of individuals at risk
e)
Archiving for purposes of public interest and statistical purposes
2.1.7. Due to the nature of the legislation there are a number of different organisations
that act as enforcement officers and issue FPN under the Coronavirus legislation. It is
necessary to share the data with those organisations to ensure that they, police forces and
ACRO, are all capturing those who have contravened the legislation on more than one
occasion under the penalty laddering. The conditions for processing as above apply to all in
respect of law enforcement under the same legislation.
2.2
Lawful basis of data processor
2.2.1. Section 22A of the Police Act 1996 enables police forces to discharge functions of
officers and staff where it is in the interests of efficiency or effectiveness of their own and
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other police force areas. Schedule 7 paragraph 17 of the DPA18 establishes bodies created
under section 22A of the Police Act 1996 as Competent Authorities.
2.2.2. ACRO is established through the National Police Collaboration Agreement relating to
the ACRO Criminal Records Office (ACRO) under section 22A of the Police Act 1996. This
agreement gives ACRO the authority to act on behalf of the chief constables to provide PNC
enquiry, update and disclosure services to non-police agencies and non-police prosecuting
agencies.
2.2.3. The Ministry of Defence Police (data controller) are a member of the National Police
Chiefs Council (NPCC) but are not a party to the National Police Collaboration Agreement to
establish ACRO (data processor).
2.2.4. In order to coordinate a national policing response in this national emergency, the
parties confirm this Agreement shall be construed as to enable ACRO to provide support to
MDP in the same manner as the National Police Collaboration Agreement in relation to the
issue of FPNs and the processing of payments made in relation to them.
2.2.5. The CEO of ACRO by Designation Order signed by the Secretary of State for Health
and Social Services is the Designated Officer to process and accept payment on behalf of
local authorities for FPNs issued by MDP, for persons who have contravened the
requirements under Regulation 10 of the Health Protection (Coronavirus Restrictions)
(England) (Amended) Regulations 2020.
2.2.6. Under the first data protection principle, processing of personal data for any of the
law enforcement purposes is lawful only if, and to the extent, that it is based on law. Under
section 35 (2) of the DPA18 the processing is necessary for the performance of a task.
2.2.7. Under section 35 (3-5) and schedule 8 of the DPA18, ACRO meets the conditions for
sensitive processing as follows:
a) Administration of Justice
b) Archiving for purposes of public interest and statistical purposes

3. Information rights
3.1. The rights and obligations of the data controller
3.1.1. The data controller is responsible for ensuring that the processing of personal data
takes place in compliance with the GDPR (see Article 24 GDPR), and the DPA18.
3.1.2. The data controller has the right and obligation to make decisions about the purposes
and means of the processing of personal data.
3.1.3. The data controller shall be responsible for ensuring that the processing of personal
data, which the data processor is instructed to perform, has a legal basis.
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3.2. Data subject information rights
3.2.1. For the purpose of any party to this agreement handling information rights under
Chapter III of both the DPA 2018 and GDPR, it is necessary to ensure that the parties do not
cause prejudice to the lawful activity of the other, by releasing personal data disclosed by
one party to the other, or indicating by the method or content of their response that such
data exists. The parties agree that consultation between the parties is necessary to identify
relevant prejudice and ensure it is both substantial and proportionate to the exemption,
which is to be applied.
3.2.2. A relevant request requiring consultation includes those requests exercised under
the rights to access, erasure, rectification, restriction or objection, which requires
consideration of data, provide to one party by the other.
3.2.3. Consultation will occur without undue delay and no later than 72 hours after
identification of the relevant request.
3.2.4. Where the police force or local authority receives a relevant request, the
representative is to contact the ACRO Data Protection Officer at:
dataprotectionofficer@acro.pnn.police.uk to ascertain whether ACRO wishes to propose to
the police force or local authority that they apply any relevant exemptions when responding
to the applicant.
3.2.5. Where ACRO receives a relevant request, the ACRO Data Protection Officer is to
contact the police force or local authority representatives to ascertain whether they wish to
propose to ACRO that they apply any relevant exemptions prior to responding to the
applicant.
3.2.6. Both parties will otherwise handle such requests in accordance with the Data
Protection Legislation.
3.3. Fair processing and privacy notices
3.3.1. Each partner will take all reasonable steps to comply with the obligation to notify the
data subject of the processing activity, unless an exemption applies.
3.3.2. ACRO will maintain a general notice, describing the mandatory privacy information
at Articles 13 and 14 of GDPR and s44(1) and (2) DPA 2018. ACRO will not contact the data
subjects directly with this privacy information on the basis that the issuing police force or
local authority is the controller and has already taken steps to inform the individual, or has
exercised an appropriate exemption to article 13 or 14, or exercised an exemption at s44(4)
DPA 2018.
3.4. Reuse of Personal Data Disclosed under this Agreement
3.4.1. Personal data shall be collected for the specified, explicit and legitimate purposes
stated in this document and cannot be further processed in a manner that is incompatible
with those purposes without the written consent of the data subject that provided the
information in the first instance, unless required to by law.
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3.5. Freedom of Information Act 2000
3.5.1. Where a party to this agreement is subject to the requirements of the Freedom of
Information Act 2000 (FOIA) and the Environmental Information Regulations 2004 (EIR) all
parties shall assist and co-operate with the other to enable the other party to comply with
its obligations under FOIA and the EIR. This is in line with the requirements laid out in the
Lord Chancellor’s Code of Practice issued under section 45 of FOIA.
3.5.2. Where a party receives a request for information in relation to information which it
received from another partner, it shall (and shall procure that its sub-contractors shall):
 Contact the other party within two working days after receipt and in any event
within two working days of receiving a Request for Information;
 The originating authority will provide all necessary assistance as reasonably
requested by the party to enable the other party to respond to a request for Information
within the time for compliance set out in Section 10 of the FOIA or Regulation 5 of the EIR
3.5.3. On receipt of a request made under the provisions of the FOIA in respect of
information provided by or relating to the information provided by ACRO, MDP or local
authority representative is to ascertain whether NPCC wishes to propose the engagement of
any exemptions via the NPCC FOI mailbox: npcc.foi.request@cru.pnn.police.uk . The contact
point for MDP is the FOI Manager: MDP-Sec-Parl@mod.gov.uk
3.5.4. The decision whether to disclose the information remains with the MDP but will be
made with reference to any proposals made by the NPCC.

4. The data processor acts according to instructions
4.1. The data processor, ACRO, shall process personal data only on documented instruction
from the data controller, MDP, contained in this Agreement, unless required to do so by law
to which the processor is subject. Subsequent instructions can also be given by the data
controller throughout the duration of the processing of personal data, but such instructions
shall always be documented and kept in writing, including electronically, in connection with
this Agreement.
4.2. The data processor shall immediately inform the data controller if instructions given by
the data controller, in the opinion of the processor, contravene the GDPR or the DPA18.
4.3. Use of sub-processors
4.3.1. The data processor shall meet the requirements specified in Article 28(2) and (4)
GDPR in order to engage another processor (a sub-processor).
4.3.2. This clause provides the data processor with the data controller’s general
authorisation for the engagement of sub-processors. The data processor shall inform in
writing the data controller of all sub-processors and any intended changes concerning the
addition or replacement of sub-processors at least 72 hours in advance, thereby giving the
data controller the opportunity to object to such changes prior to the engagement of the
8
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concerned sub-processor(s). Longer time periods of prior notice for specific sub-processing
services can be provided by mutual consent between the parties.
4.3.3. Where the data processor engages a sub-processor for carrying out specific
processing activities on behalf of the data controller, the same data protection standard
contractual clauses and obligations as set out in this Agreement shall be imposed on that
sub-processor by way of a contract or other legal act under GDPR, DPA18 or other relevant
legislation, in particular providing sufficient guarantees to implement appropriate technical
and organisational measures in such a manner that the processing will meet the
requirements of this Agreement and the law. The data processor shall therefore be
responsible for requiring that the sub-processor at least complies with the obligations to
which the data processor is subject pursuant to this Agreement and the law.
4.3.4. A copy of such a sub-processor agreement and subsequent amendments shall – at the
data controller’s request – be submitted to the data controller, thereby giving the data
controller the opportunity to ensure that the same data protection obligations as set out in
this Agreement are imposed on the sub-processor. Clauses on business related issues that
do not affect the legal data protection content of the sub-processor agreement, shall not
require submission to the data controller.
4.3.5. The data processor shall agree a third-party beneficiary clause with the sub-processor
where – in the event of bankruptcy of the data processor – the data controller shall be a
third-party beneficiary to the sub-processor agreement and shall have the right to enforce
the agreement against the sub-processor engaged by the data processor, e.g. enabling the
data controller to instruct the sub-processor to delete or return the personal data.
4.3.6. If the sub-processor does not fulfil these data protection obligations, the data
processor shall remain fully liable to the data controller as regards the fulfilment of the
obligations of the sub-processor. This does not affect the rights of the data subjects under
the GDPR – in particular those foreseen in Articles 79 and 82 GDPR – against the data
controller and the data processor, including the sub-processor.

5. Instructions for the processing and charging for FPN services
5.1. Administration
5.1.1. The CEO of ACRO is the Senior Information Risk Owner (SIRO) for the FPN processing.
The Senior Manager for ACRO National Services is the Information Asset Owner for
the system and processes.
5.1.2. The processing support that ACRO will provide at the request of MDP shall include
(but is not limited to):
a. Issuing valid FPNs on behalf of an authorised person, made pursuant to relevant
paragraph of the Regulations;
b. The confirmation of the correct fixed penalty amount in accordance with the
relevant paragraph of the Regulations;
9
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c. The receipt of payments in respect of FPNs on behalf of the relevant Local
Authority for the area in which they are;
d. The remittance of proceeds received from FPNs to the relevant Local Authority in
accordance with the terms of the applicable Agency Agreement with such Local
Authority for the management of such proceeds;
e. The coordination with a relevant Local Authority’s chief finance officer to issue a
certificate confirming the payment status of an FPN, pursuant to relevant
paragraphs of the Regulations in the event that a FPN is not paid; and
f. The confirmation to the relevant police force of the payment status of FPNs in
order that further proceedings may be considered by the Crown Prosecution
Service in the event of non-payment.
5.1.3. If a person contravenes the requirements stipulated under the relevant paragraph of
the Regulation of the Health Protection (Coronavirus Restrictions) (England)
(Amended) Regulations 2020, a constable of MDP will record the details on a proforma and submit these to ACRO.
5.1.4. ACRO will complete the administrative function of the process and issue a FPN letter
to the person, with the relevant fine amount, as detailed in the regulations.
5.1.5. ACRO will manage the payment of the FPN on behalf of the Local Authority for where
the offence took place. ACRO will issue a letter of compliance to the person to
confirm that the payment has been satisfied.
5.1.6. For cases where a person has not paid the fine. ACRO will send a letter of noncompliance to the person and notify MDP so a court summons can be considered.
5.1.7. ACRO will also refer cases to MDP where the individual contests the FPN issued to
them.
5.1.8. The decision on any course of action lies with MDP and not ACRO.
5.1.9. For a small percentage of persons issued with an FPN ACRO will conduct a criminal
record check on the Police National Computer (PNC). The sample will be selected at
random and the results will be pseudonymised to form part of a statistical return to
the NPCC in order to measure the effectiveness of FPNs.
5.1.10. FPN are non-recordable, and as such, no record will be created on PNC.
5.2. Submission
5.2.1. The enforcement officer completes a pro-forma form in respect of the specific
regulations that have been contravened. This captures the offender’s personal
details, whether PNC has been checked, PNC ID code, circumstances of the offence,
date, time, body worn video reference number, details of the ID checked and details
of the force.
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5.2.2. Completed pro-forma forms should be submitted to the ACRO CV19 mailbox:
****@acro.pnn.police.uk from a secure mailbox in the MDP.
5.2.3. Erroneous or incomplete forms will be rejected back to the MDP for correction and
completion and should be resubmitted to ACRO.
5.3. Local Authority
5.3.1. ACRO will act as custodians for any monies received as a result of FPN process. Once
reconciliation has been completed, the monies will be transferred in tranches to the
relevant Local Authority.
5.3.2. The Coronavirus Act 2020 Part 1, s78 defines the local authorities of England in sub
section (7) (Appendix A). For the purpose of payment, this will be made to the Upper
Tier local authorities; County Councils, Unitary Authorities, London Boroughs and
Metropolitan Districts.
5.3.3. Limited data will be supplied to the Local Authority so that they can reconcile
payments with the number of FPN payments for each district. Personal data will not
be supplied, however, the offence location is provided so that the Local Authority can
determine that they are the correct Local Authority to receive payment. This may be
a residential address but there will be no personal data supplied to enable them to
identify the individual linked to the FPN or the address.
5.4. Charges for ACRO services
5.4.1. ACRO will collect payment of the FPN from the recipients of the notice, collate and
forward the funds onto the relevant Local Authority in accordance with where the
offence took place. The rate of the FPN is stipulated in the regulation under which
the FPN is issued
5.4.2. Payment will be made into the nominated Local Authority bank account.
5.4.3. ACRO are seeking to recover the cost of processing Fixed Penalty Notices from the
Home Office.

6. Confidentiality
6.1. The data processor shall only grant access to the personal data being processed on
behalf of the data controller to persons under the data processor’s authority who have
committed themselves to confidentiality or are under an appropriate statutory obligation of
confidentiality and only on a need to know basis. The list of persons includes the Home
Office, HMICFRS, and Transport for London. This list is not exhaustive and may be added to
by the data processor where it is necessary to meet one or more of the purposes and
conditions set out in section 2.2 above.

11
20210412-MDP_ACRO_DataProcessingAgreement_FixedPenaltyNotices(Coronavirus)-v1.0Final

6.2. The list of persons to whom access has been granted shall be kept under periodic
review by the data processor (ACRO). On the basis of this review, such access to personal
data can be withdrawn, if access is no longer necessary, and personal data shall
consequently no longer be accessible to those persons.
6.3. The data processor shall, if requested by the data controller, provide assurance that the
concerned persons under the data processor’s authority are subject to the abovementioned
confidentiality.

7. Security of processing
7.1. Article 32 GDPR stipulates that, taking into account the state of the art the costs of
implementation and the nature, scope, context and purposes of processing, as well as the
risk of varying likelihood and severity for the rights and freedoms of natural persons, the
data controller and data processor shall implement appropriate technical and organisational
measures. These will ensure that a level of security appropriate to the risk is applied.
7.2. The data controller shall evaluate the risks to the rights and freedoms of natural
persons inherent in the processing and implement measures to mitigate those risks.
Depending on their relevance, the measures may include the following:
a. Pseudonymisation and encryption of personal data;
b. the ability to ensure ongoing confidentiality, integrity, availability and resilience of
processing systems and services;
c. the ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident;
d. a process for regularly testing, assessing and evaluating the effectiveness of
technical and organisational measures for ensuring the security of the processing.
7.3. According to Article 32 GDPR, the data processor shall also – independently from the
data controller – evaluate the risks to the rights and freedoms of natural persons inherent in
the processing and implement measures to mitigate those risks. To this effect, the data
controller shall provide the data processor with all information necessary to identify and
evaluate such risks.
7.4. The data processor shall however – in any event and at a minimum – implement the
following measures that have been agreed with the data controller:
a. Undertake a data processing impact assessment (DPIA) of the risks presented by
the processing and use this to assess the appropriate level of security necessary
to be put in place.
b. When deciding what measures to implement, to take account of the state of the
art and costs of implementation.
c. Have an information security policy (or equivalent) and take steps to make sure
the policy is implemented.
d. Where necessary, have additional policies and ensure that controls are in place
to enforce them.
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e. Regularly review information security policies and measures and, where
necessary, improve them.
f. Have put in place basic technical controls such as those specified by established
frameworks like Cyber Essentials.
g. Understand that it may also be necessary to put other technical measures in
place depending on the circumstances and the type of personal data being
processed.
h. Use encryption and/or pseudonymisation where it is appropriate to do so.
i. Understand the requirements of confidentiality, integrity and availability for the
personal data being processed.
j. Make sure access to personal data can be restored in a timely manner in the
event of any incidents, such as by establishing an appropriate back-up process.
k. Conduct regular testing and reviews of security measures to ensure they remain
effective, and act on the results of those tests where they highlight areas for
improvement.
l. Where appropriate, implement measures that adhere to an approved code of
conduct or certification mechanism.
m. Ensure that any data sub-processor that may be authorised in accordance with
this Agreement also implements appropriate technical and organisational
measures.
7.5. Furthermore, the data processor shall assist the data controller in ensuring compliance
with the data controller’s obligations pursuant to Articles 32 GDPR, by inter alia providing
the data controller with information concerning the technical and organisational measures
already implemented by the data processor pursuant to Article 32 GDPR along with all other
information necessary for the data controller to comply with the data controller’s obligation
under Article 32 GDPR. If subsequently – in the assessment of the data controller –
mitigation of the identified risks requires further measures to be implemented by the data
processor, than those already implemented by the data processor pursuant to Article 32
GDPR, the data controller shall specify these additional measures to be implemented to the
data processor in writing and to be added to this Agreement.

8. Transfer of data to third countries or international organisations
8.1. Any transfer of personal data to third countries or international organisations by the
data processor shall only occur on the basis of documented instructions from the data
controller and shall always take place in compliance with Chapter V GDPR.
8.2. In case transfers to third countries or international organisations, which the data
processor has not been instructed to perform by the data controller, is required under any
law to which the data processor is subject, the data processor shall inform the data
controller of that legal requirement prior to processing unless that law prohibits such
information on important grounds of public interest.
8.3. Without documented instructions from the data controller, the data processor
therefore cannot within the framework of this Agreement:
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a. transfer personal data to a data controller or a data processor in a third country or
to an international organization
b. transfer the processing of personal data to a sub-processor in a third country
c. have the personal data processed in by the data processor in a third country
8.4. The data controller’s instructions regarding the transfer of personal data to a third
country including, if applicable, the transfer tool under Chapter V GDPR on which they are
based, shall be provided in writing, including electronically.
8.5. The clauses in this Agreement shall not be confused with standard data protection
clauses within the meaning of Article 46(2)(c) and (d) GDPR, and therefore cannot be relied
upon by the parties as a transfer tool under Chapter V GDPR.

9. Assistance to the data controller
9.1. Taking into account the nature of the processing, the data processor shall assist the
data controller by appropriate technical and organisational measures, insofar as this is
possible, in the fulfilment of the data controller’s obligations to respond to requests for
exercising the data subject’s rights laid down in Chapter III GDPR.
9.2. In addition to the data processor’s obligation to assist the data controller pursuant to
Clause 6.3 above., the data processor shall furthermore, taking into account the nature of
the processing and the information available to the data processor, assist the data controller
in ensuring compliance with:
a. The data controller’s obligation to without undue delay and, where feasible, not
later than 72 hours after having become aware of it, notify the personal data breach
to the competent supervisory authority, being the Information Commissioner’s
Office (ICO). This shall apply unless the personal data breach does not result in
impact upon the data subject equal to and beyond that which is prescribed by the
risk rating guidance for subject notification in the Data Processors Data Breach
Policy.
b. the data controller’s obligation to without undue delay communicate the personal
data breach to the data subject, when the personal data breach is likely to result in a
high risk to the rights and freedoms of natural persons;
c. the data controller’s obligation to carry out an assessment of the impact of the
envisaged processing operations on the protection of personal data (a data
protection impact assessment);
d. the data controller’s obligation to consult the competent supervisory authority,
prior to processing where a data protection impact assessment indicates that the
processing would result in a high risk in the absence of measures taken by the data
controller to mitigate the risk.
9.3. The data processor shall assist the controller in meeting its obligations in clauses 9.1.
and 9.2. above by:
a. keeping personal data secure;
b. notifying personal data breaches to the supervisory authority;
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c. notifying personal data breaches to data subjects;
d. carrying out data protection impact assessments (DPIAs) when required; and
e. consulting the supervisory authority where a DPIA indicates there is a high risk
that cannot be mitigated.

10. Notification of personal data breach and complaints
10.1. In case of any personal data breach, the data processor shall, without undue delay
after having become aware of it, notify the data controller of the personal data breach.
10.2. The data processor’s notification to the data controller shall, if possible, take place
within 24 hours after the data processor has become aware of the personal data breach to
enable the data controller to comply with the data controller’s obligation to notify the
personal data breach to the competent supervisory authority.
10.3. In accordance with Clause 9(2)(a), the data processor shall assist the data controller in
notifying the personal data breach to the competent supervisory authority, meaning that
the data processor is required to assist in obtaining the information listed below which,
pursuant to Article 33(3)GDPR, shall be stated in the data controller’s notification to the
competent supervisory authority:
a. The nature of the personal data including where possible, the categories and
approximate number of data subjects concerned and the categories and
approximate number of personal data records concerned;
b. the likely consequences of the personal data breach;
c. the measures taken or proposed to be taken by the controller to address the
personal data breach, including, where appropriate, measures to mitigate its
possible adverse effects.
10.4. Complaints from data subjects, or their representatives, regarding information held by
any of the parties to this agreement will be investigated first by the organisation receiving the
complaint. Each data controller will consult with other parties where appropriate.

11. Storage and erasure of data
11.1. During the course of this Agreement personal data shall be stored by the data
processor for 6 years which will run from the close of the FPN case but taking into account
laddering in which case it would be 6 years from the close date of the last FPN issued.
11.2. On termination of the provision of personal data processing services as part of this
Agreement, the data processor shall be under obligation to delete all personal data
processed on behalf of the data controller and certify to the data controller it has done so.
11.2. Deletion of personal data should be done in a secure manner, in accordance with the
security requirements of Article 32.
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12. Audit and inspection
12.1. The data processor shall make available to the data controller all information
necessary to demonstrate compliance with the obligations laid down in Article 28, and this
Agreement, and allow for, and contribute to, audits, including inspections, conducted by the
data controller or another auditor such as HMICFRS.
12.2. The data controller, at their own expense, may require the data processor to obtain an
Auditor’s Report / Inspection Report from an independent third party concerning the data
processor's compliance with the GDPR, DPA18 and the Agreement, which will be submitted
to the data controller for information. The data controller may contest the scope and/or
methodology of the report and may in such cases request a new audit/inspection under a
revised scope and/or different methodology. Based on the results of such an
audit/inspection, the data controller may request further measures to be taken to ensure
compliance with the GDPR, DPA18 and the Agreement.
12.3. The data processor shall be required to provide the supervisory authorities, which
pursuant to applicable legislation have access to the data controller’s and data processor’s
facilities, or representatives acting on behalf of such supervisory authorities, with access to
the data processor’s physical facilities on presentation of appropriate identification.

13. Warranties, indemnities, and limitation of liability
13.1. Warranties
13.1.1. Each party warrants and undertakes that it will:
a) Process the Shared Personal Data in compliance with all applicable laws,
enactments, regulations, orders, standards and other similar instruments that apply
to its personal data processing operations;
b) In particular, use all reasonable efforts to ensure the accuracy of any Personal Data
shared;
c) Publish or otherwise make available on request a copy of this, unless the Clause
contains confidentiality information;
d) Respond within a reasonable time and as far as reasonably possible to enquiries
from the relevant Supervisory Authority in relation to the Shared Personal Data;
e) Respond to Subject Access Requests in accordance with the Data Protection
Legislation;
f) Where applicable, pay their own appropriate fees with all relevant Supervisory
Authorities to process all Shared Personal Data for the Agreed Purpose; and
g) Take all appropriate steps to ensure compliance with the security measures set out
in Clause 8.2.2 above.
13.2. Indemnity
13.2.1. The parties undertake to indemnify each other and hold each other harmless from
any cost, charge, damages, expense or loss which they cause each other as a result of their
breach of any of the provisions of this Agreement, except to the extent that any such
liability is excluded under Clause 13.3.2.
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13.2.2. Indemnification hereunder is contingent upon:
a) The party to be indemnified (the indemnified party) promptly notifying the other
party (the indemnifying party) of a claim,
b) The indemnifying party having sole control of the defence and settlement of any
such claim, and
c) The indemnified party providing reasonable co-operation and assistance to the
indemnifying party in defence of such claim.
13.3. Limitation of liability
13.3.1. Neither party excludes or limits liability to the other party for:
a) Fraud or fraudulent misrepresentation;
b) Death or personal injury caused by negligence;
c) A breach of any obligations implied by section 12 of the Sale of Goods Act 1979 or
section 2 of the Supply of Goods and Services Act 1982; or
d) Any matter for which it would be unlawful for the parties to exclude liability.
13.3.2. Subject to clause 13.3.1,neither party shall in any circumstances be liable whether in
contract, tort (including for negligence and breach of statutory duty howsoever arising),
misrepresentation (whether innocent or negligent), restitution or otherwise, for:
a) Any loss (whether direct or indirect) of profits, business, business opportunities,
revenue, turnover, reputation or goodwill;
b) Loss (whether direct or indirect) of anticipated savings or wasted expenditure
(including management time); or
c) Any loss or liability (whether direct or indirect) under or in relation to any contract.
13.3.3. Clause 13.3.2 shall not prevent claims, for:
a) Direct financial loss that are not excluded under any of the categories set out in
clause 13.3.2(a); or
b) Tangible property or physical damage.

14. The parties’ agreement on other terms
14.1. The parties may agree other clauses concerning the provision of the personal data
processing service specifying e.g. liability, as long as they do not contradict directly or
indirectly with the Agreement or prejudice the fundamental rights or freedoms of the data
subject and the protection afforded by the GDPR and DPA18.

15. Changes to the applicable law
15.1. If during the Term the Data Protection Legislation change in a way that the Agreement
is no longer adequate for the purpose of governing lawful data sharing exercises, the Parties
agree that the SPOCs will negotiate in good faith to review the Agreement in the light of the
new legislation.
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16. No partnership or agency
16.1. Nothing in this Agreement is intended to, or shall be deemed to, establish any
partnership or joint venture between any of the parties, constitute any party the agent of
another party, or authorise any party to make or enter into any commitments for or on behalf
of any other party. Each party confirms it is acting on its own behalf and not for the benefit
of any other person.

17. Rights and remedies
17.1. The rights and remedies provided under this Agreement are in addition to, and not
exclusive of, any rights or remedies provided by law.

18. Notice
18.1. Any notice given to a party under or in connection with this Agreement shall be in
writing, addressed to the SPOC and shall be:
 Delivered by hand or by pre-paid first-class post or other next working day delivery
service at its principal place of business; or
 Sent by email to the SPOC.
18.2. Any notice shall be deemed to have been received:
 If delivered by hand, on signature of a delivery receipt; and
 If sent by pre-paid first-class post or other next working day delivery service, at 9.00
am on the second business day after posting or at the time recorded by the delivery
service; and
 If sent by fax or email, at the time of transmission, or if this time falls outside
business hours in the place of receipt, when business hours resume.
18.3. This clause does not apply to the service of any proceedings or other documents in
any legal action or, where applicable, any arbitration or other method of dispute resolution

19. Governing law and Jurisdiction
19.1. This Agreement and any dispute or claim (including non-contractual disputes or
claims) arising out of or in connection with it or its subject matter or formation shall be
governed by and construed in accordance with the law of England and Wales, and subject to
the jurisdiction of the courts of England and Wales.
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20. Commencement and termination
20.1. This Agreement shall become effective on the date of both parties’ signature and will
retrospectively apply to any FPN processing already taken place.
20.2. Both parties shall be entitled to request renegotiation to provide amendments to the
Agreement if changes in the law or inexpediency of the clauses in the Agreement give rise to
such renegotiation.
20.3. This Agreement shall apply for the duration of the Designation under the Health
Protection (Coronavirus Restrictions) (England) Regulations 2020 and the provision of
personal data processing services can only be terminated, and personal data deleted, by 3
months’ notice in writing by either party to the other party.

21. Data controller and data processor contacts/contact points
21.1. The parties may contact each other using the following contacts/contact points:
On behalf of Data Controller
Name
****
Position
MDP Policing Information Manager
Telephone
****
E-Mail
****@mod.gov.uk
On behalf of Data Processor
Name
****
Position
Senior Manager, National Disclosure Unit
Telephone
****
E-Mail
****@acro.pnn.police.uk
21.2. The parties shall either have a central department that manage their FPN process or
submissions will be received individually from officers.
21.3. ACRO, MDP and local authorities will work together to jointly solve problems relating
to the sharing of information under this Agreement and act as point of first contact in the
event of a suspected breach by either party.
21.4. The above-designated SPOCs will have joint responsibility of resolving all day-to-day
operating issues and initiating the escalation process set out if/when necessary.
21.5. ACRO will identify a SPOC in each Local Authority for the purpose of making payment.
21.6. In the event that the nominated SPOC cannot agree on a course of action or either
party appears not to have met the terms and conditions of this Agreement, the matter
should initially be referred jointly to the following:
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ACRO Development Team Deputy Manager
Email: ****@acro.pnn.police.uk



MDP Chief Information Officer
Email: ****@mod.gov.uk

21.7. ACRO, the police force and local authority SPOCs have a responsibility to create a file
in which relevant information and decisions can be recorded. The file should include details
of the data accessed and notes of any correspondence, meeting attended, or phone calls
made or received relating to this Agreement.

22. Signature
22.1




Undertaking
By signing this Agreement, all signatories accept responsibility for its execution and
agree to ensure that staff for whom they are responsible are trained so that requests
for information and the process of sharing is sufficient to meet the purpose of this
Agreement.
Signatories must ensure compliance with all relevant legislation.

Signed on behalf of ACRO

Signed on behalf of MDP

Position Held: SIRO

Position Held: SIRO

Date: 15 April 2021

Date: 12 April 2021
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Appendix A - Local Authorities - England
The Coronavirus Act 2020 Part 1, s78 entitled Local Authority Meetings defines the LA’s in sub
section (7) England as follows;
(7)In this section “Local Authority”, in relation to England, means—
(a)a county council;
(b)a district council;
(c)a London borough council;
(d)the Common Council of the City of London;
(e)the Greater London Authority;
(f)the Council of the Isles of Scilly;
(g)a parish council;
(h)a joint board continued in being by virtue of s263(1) of the Local Government Act 1972;
(i)a port health authority constituted under s2 of the Public Health (Control of Disease)
Act 1984;
(j)an authority established under s10 of the Local Government Act 1985;
(k)a joint authority established under Part 4 of the Local Government Act 1985;
(l)a joint committee constituted to be a local planning authority under s29 of the
Planning and Compulsory Purchase Act 2004;
(m)a combined authority established under s103 of the Local Democracy, Economic
Development and Construction Act 2009;
(n)a fire and rescue authority constituted by a scheme under s2 of the Fire and Rescue
Services Act 2004 or a scheme to which s4 of that Act applies, or created by an order
under s4A of that Act;
(o)a National Park authority established under s63 of the Environment Act 1995;
(p)the Broads Authority established by s1 of the Norfolk and Suffolk Broads Act 1988;
(q)a conservation board established under s86 of the Countryside and Rights of Way
Act 2000;
(r)an appeal panel constituted under the School Admissions (Appeals Arrangements)
(England) Regulations 2012 (S.I. 2012/9).
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Appendix B – Coronavirus Legislation
Please note that as new Regulations come in ACRO will assess whether changes are required to the
appropriate policy documents. A full list of Coronavirus Regulations can be found at;

https://www.legislation.gov.uk/coronavirus

Primary Legislation
Coronavirus Act 2020
Public Health (Control of Disease) Act 1984
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