
DATA PROCESSING CONTRACT 

THIS CONTRACT is made on the day of 

BE1WEEN 

1.0 The Parties 

CHIEF CONST ABLE OF BRITISH TRANSPORT POLICE (herein after called the 
"Controller") whose main address is 25 Camden Road, London, NW1 9LN of the one part; and 

ACRO CRIMINAL RECORDS OFFICE ("ACRO") (herein after called the "Processor'), whose 
address is ACRO Crtminal Records Office, PO Box 481, Fareham P0149FS. 

BACKGROUND 

(a) In response to the Coronavirus pandemic, the Coronavirus Legislation (as hereinafter 
defined) (including the Coronavirus Act 2020) entered into force in a bid to control the 
outbreak of the virus. The Coronavirus legislation inter alia created new enforceable 
offences. Certain offences are discharged by the payment of a FPN and, non-payment 
of an FPN can lead to prosecution; 

(b) The Chief Executive Officer of ACRO (hosted by the Chief Constable of Hampshire 
Constabulary) is designated by the Secretary of State for Health and Social Care and 
the First Minister for Wales respectively, as a ~designated officer" (who may be specified 
in a Fixed Penalty Notice pursuant to the relevant Coronavirus Legislation as the 
authority to whom payment of the relevant fixed penalty may be made, and who may 
sign a certificate stating that payment of the fD:ed penalty was, or was not, received by 
the date specified in the relevant certificate) and to assist police forces in processing 
and proceedings in relation to FPNs issued by police forces to the public, for 
contravening offences under the Coronavirus Legislation as required {Including without 
limitation collecting fines resulting from a FPN and make onward payment to the relevant 
Looel Authority); 

(c) The Controller is a 'CompetenlAuthoMty' under Paragraph 10 of Schedule 7 of the DPA 
2018. The Processor is a 'Competent Authority' under Paragraph 17 of Schedule 7 of 
the DPA 2018. Pursuant to section 35 of the DPA 2018 processing by the Controller 
and ACRO under this Contract is necessary for the performance of a task carried out 
for that purpose by a Competent Authority, and the processing is necessary for the law 
enforcement purpose and the following conditions (inter alia (sections 35(3-5) and 
Schedule 8 (conditions for sensitive processing) of the DPA 2018)) apply: a function 
conferred by under any rule of law necessary in the substant!al public interest; 
administration of justice; safeguarding of children and of individuals at risk; pubric health 
processing is necessary for reasons of public interest in the area of public health; 
archiving for purposes of public interest, research and statistlcal purposes; and or vital 
interests) or as otherwise stipulated by the Parties from time to time.} Pursuant to section 
31 of the DPA 2018 (as hereinafter defined} "the law enforcement purposesu are the 
purposes of the prevention, investigation, detection or prosecution of criminal offences 
or execution of criminal penalties, including the safeguarding against threats to public 
safety; 

(d) Under the Coronavirus Legislation, there exists a number of organisations that may 
Issue FPNs and act as enforcement officers. Therefore, it is necessary for such 



organisations to share cena1n Law Enforcement Data (as hereinafter defined} in order 
that it, the Controller and or AGRO (as appropriate), are capturing those who have 
contravened the relevant Coronavirus Legislation on more than one occasion under the 
'penalty laddering'. The conditions for processing referred to in Recital (e) shall apply 
as appropriate or as otherwise agreed between the Parties; 

(e) In order to reduce the burden on the Controller, ACRO undertook to process FPN's on 
the Controller's behalf. ACRO and BTP have agreed that ACRO shall process Law 
Enforcement Data (as hereinafter defined) on behalf of BTP in relation to the 
enforcement of FPNs relating to the Coronavirus Legislation in England and Wales in 
accordance with, and pursuant to, the tenns and conditions of this Contract. 

2.0 Purpose 

2.1 The purpose of the processing together with the subject matter, duration and nature of 
the processing and the types of Personal Data and categories of Data Subjects types in 
respect of which the Processor may process the Personal Data is described within 
Schedule A. 

2.2 In consideration of the various rights and obligations of the Parties, this Contract sets 
out the terms and conditions under which Law Enforcement Data held by the Controller 
will be disclosed to and used by the Processor. 

2.3 The Purpose is consistent with the origlnal purpose of the relevant Personal Data 
creation and/or collection. The Processor shall not Process Law Enforcement Data in a 
way that is incompatible with the Purpose. 

The Processing of Law Enforcement Data for the Purpose wHI assist the Controller to 
fulfil Its obligations as described in Schedule A. Both Parties will comply with all 
applicable requirements of the Data Protection Legislation, and the provisions of this 
Contract are in addition to, and does not relieve, remove or replace, a Party's 
obligations or rights under the Data Protection Legislation. 

2.4 Controllership of the Law Enforcement Data shall at all times remain with the Controller. 

2.5 The Processor will only process the Personal Data to the extent, and in such a manner, 
as is necessary for the Purpose in accordance with the Controller's written instructions. 
The Processor will not process the Personal Data for any other purpose or in a way that 
does not comply with this Contract or the Data Protection Legislation, unless the 
Processor is otherwise required by relevant Law to otherwise Process the Law 
Enforcement Data. Where the Processor is relying on such Law as the basis for 
processing the Personal Data, the Processor shall promptly notify the Controller of this 
prior to perfonning the Processing required by such Law unless such Law prohibits the 
Processor from so notffyfng the Controller. 

2.6 The Processor must comply promptly with any Controller written instructions from time 
to time requiring the Processor to amend, transfer, delete or otherwise process the Law 
Enforcement Data, or to stop, mitigate or remedy any unauthorised processing. 

2. 7 The Processor wlll maintain the confidentiality of the Law Enforcement Data and will not 
disclose the Law Enforcement Data to third-parties unless the Controller or this Contract 
specifically authorises the disclosure, or as required by domestic law, court or regulator. 



If a domestic law, court or regulator requires the Processor to process or disclose the 
Law Enforcement Data to a third-party, the Processor must first infonn the Controller of 

such legal or regulatory requirement and give the Controller an opportunity to object or 
challenge the requirement, unless the d-omestic law prohibits the giving of such notice. 

2.8 The Parties acknowledge and agree that ACRO shall, in accordance with the terms and 
conditions of this Contract, outsource the printing and posting of FPN to Hampshire Print 
Services, this being a shared service between Hampshire Constabulary, the host force 
and Hampshire County Council. 

2.9 The Processor will reasonably assist the Controller, at no cost to the Controller, with 
meeting the Controller's compliance obligations under the Data Protection Legislation, 
taking into account the nature of the Processor's processing and the information 
available to the Processor, lncluding in relation to Data Subject rights, Data Protection 
Impact Assessments and reporting to and consulting with the relevant regulator under 
the Data Protection Legislation. 

2.10 The Processor must notify promptly the Controller of any changes to the Data Protection 
Legislation or other Law that may reasonably be interpreted as adversely affecting the 
Processor's performance of the this Contract 

3.0 Definitions 

3. 1 The following words and phrases used in this Contract shall have the followlng meanings 
except where the context otherwise requires: 

Confidential Information means all Law Enforcement Data and any other information relating 
to the Controller's customers and prospective customers, current or projected financial or 
trading situations, business plans, business strategies, developments and all other information 
relating to the Controller's business affairs including any trade secrets, know-how and any 
information of a confidential nature Imparted by the Controller to the Processor during the term 
of this Contract or coming into existence as a result of the Processor's obligations, whether 
existing In hard copy form or othelWise, and whether disclosed orally or in writing. 

Contract means this Data Processing Contract together with its schedules and all other 
documents attached to or referred to as forming part of this contract. 

Coronavirus shall have the same meaning as set out in
0
Section 1(1) of the Coronavirus Act 

2020 (as amended from time to time). 

Coronavirus Legislation means the Coronavirus Legislation tn relation to England and 
Wales set out (and as amended from time to time) at 
https://www.legislation.gov.uk/coronavirus Including without limitation the Coronavirus Act 
2020 and the Public Health (Control of Disease) Act 1984, 

Data, Controller, Data Subject, Processor, Process, Processing, Personal Data, 
Personal Data Breach, Pseudonymisatlon, P.seudonymlsed, and Personal Data relating 
to Criminal Convictions and Offences or Related Security Measures, have the same 
meaning as set out in the Data Protection Legislation. 



Data Loss Event means any event that results, or may result. in unauthorised access to 
Personal Data held by, or on behalf of, the Processor under this Contract, and/or actual or 
potential loss and/or destruction of Personal Data in breach of this Contract, including any 
Personal Data Breach. 

Data Protection Impact Assessment means an assessment by the controller of the impact 
of the envisaged processing on the protection of Personal Data. 

Data Protection Legislation means all applicable data protection and privacy legislation in 
force from time to time in the UK including without limitation the UK GDPR; the Data Protection 
Act 2016 (and regulations made thereunder) (CPA 2018); and the Privacy and Electronic 
Communications Regulations 2003 (SI 2003/2426) as amended . 

Data Subject Access Request means a request made by, or on behalf of, a Data Subject in 
accordance with rights granted pursuant to the Data Protection Legislation to access their 
personal data. 

FPN (Fixed Penalty Notice) means a notice pursuant to the Coronavirus Legislation offering 
the person to whom it is issued the opportunity of discharging any liability to conviction for the 
offence by payment of a fixed penalty to a Local Authority specified in the notice (or as 
otherwise agreed in writing between the Parties from time to time). 

Law means any law, subordinate legislation within the meaning of Section 21(1) of the 
Interpretation Act 1978, bye.law, regulation, order, regulatory policy, mandatory guidance or 
code of practice, judgment of a relevant court of law, or directives or requirements with which 
a Party is bound to comply. 
Law Enforcement Data means, for the purposes of this Contract, any data including Personal 
Data, Special categories of Personal Data and or Personal Data relating to Criminal 
Convictions and Offences or Related Security Measures, to be provided to, or collected by, or 
on behalf of, the Processor and processed on behatf of the Controller pursuant to this Contract. 

Local Authority shall have the same meaning as set out in Section 78(7) of the Coronavirus 
Act 2020 in relation local authorities within England and Section 78{8) of the Coronavirus Act 
2020 in relation local authorities within Wales (as appropriate). 

Party means a Party to this Contract. 

Police Manager means  who has oversight and responsibility for ensuring the 
Processing on behalf of the Controller or other such person as shall be notified to the 
Processor from time to time is in compliance with the terms of this Contract. The Police 
Manager wlll assume responsibility for co-ordinating data protection compliance, notification, 
security, confidentiality, audit and co-ordination of subject rights and Freedom of lnfonnation 
requests as directed by the terms of this Contract. 

Project Manager means  {Senior Manager for National Disclosure Unit) who has 
day~to--day management responsibility for the Processing and compliance with this Contract 
on behalf of the Processor or such other person as shall be notified to the Data Controller from 
time to time. The Project Manager will assume responsibility for data protection compliance, 
notification, security, confidentiality, audit and co-ordination of subject rights and Freedom of 
Information requests as directed by the terms of this Contract. 

Protective Measures means appropriate technical and organisational measures against 
unauthorised or unlawful processing, access, disclosure, copying, modification, storage, 
reproduction, display or distribution of Personal Data, and against accidental or unlawful 



loss, destruction, alteration, disclosure or damage of Personal Data which may include: 
Pseudonymisation and encrypting Personal Data, ensuring confidentiality, Integrity, 
availability and resillence of systems and services, ensuring that availability of and access to 
Personal Data can be restored in a timely manner after an incident, and regularly assessing 
and evaluating the effectiveness of such measures adopted. 

Purpose means the purpose of the Processing as set out within Schedule A (or as otheiwlse 
agreed in writing between the Parties). 

Services means the Data Processing activity and se!Vices to be undertaken by the 
Processor on behalf of the Controller pursuant to this Contract, as identified in Schedule A 
and as agreed in writing between the Parties from time to time. 

Special Categories of Personal Data has the same meaning as in the Data Protection 
Legislation. 

UK GDPR has the meaning given to it in section 3(10) (as supplemented by section 205(4)) 
of the DPA 2018. 

Working Day means any day other than a Saturday, Sunday or public holiday in England and 
Wales. 

4.0 Miscellaneous 

Headings are inserted for convenience only and shall not affect the construction or 
interpretation of this Contract and, unless otherwise stated, references to clauses and 
schedules are references to the clauses of and schedules to this Contract; 

Any reference to any enactment or statutory provision shall be deemed to Include a reference 
to such enactment or statute as extended, re-enacted, censor.dated, implemented or amended 
and to any subordinate legislation made under it; and 

The word 'including' shall mean including without limitation or prejudice to the generality of 
any description, definition, tenn or phrase preceding that word, and the word 'include' and its 
derivatives shall be construed accordingly. 

5.0 Provision or collection of Law Enforcement Data 

5. 1 The manner and frequency of transmission of Law Enforcement Data from the Controller 
to the Processor shall be as agreed by the Parties in writing from time to time. Unless 
otherwise agreed in writing between the Parties, the relevant enforcement officer acting 
for or on behaW of the Controller shall complete (and submit to the ACRO CV19 mailbox: 

 (or other email address as agreed in writing between the 
Parties from time to time) from a secure mailbox) a pro-fonna form in respect of the 
specific Coronavirus Leglslatlon that has been, or is alleged to have been, contravened 
(including without limitation the offenders personal details, whether or not the Police 
National Computer ("PNC") has been checked in relation to the offence or alleged 
offence, the PNC ID code, circumstances of the offence or alleged offence, date, time, 
body worn video reference number, details of the ID checked and identity of the 
Controller. With the exception of telephone requests in cases of emergency only, 
contact between the Processor and the Controller and other relevant organisations 
should only be made over a secure communication network which will be via PNN.police 
and .Gov. Care must be taken where personal information is shared or discussed by the 
Processor. 


































